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1
Decision/action requested

This contribution proposes to update the key issue #2.
2
References

[1]
3GPP TR 33.847 "Study on security aspects of enhancement for proximity based services in the 5G System".

3
Rationale

There is no security threats and requirement for the key issue #2 for now. This contribution proposes to add some security threats and security requirements for the key issue #2.
4
Detailed proposal

**** 1st CHANGE ****

5.2
Key Issue #2: Keys in ProSe discovery scenario
5.2.1
Key issue details

In TS 33.303[6], the Prose Function sends a discovery key to announce UE for calculating MIC in open discovery. In Restricted discovery, Prose Function also may send DUCK, DUIK, and DUSK to UEs.

In 5G, the functions of the Prose Function are split into different network functions along with different network architecture approaches. Meanwhile, AKMA has been defined in TS 33.535[7], and GBA is under study to adapt to 5G system. The elements above have to be considered to calculate and share discovery key(s) to UEs in 5G Prose.

Following issues need to be addressed in this key issue:

- Which network function derives the discovery key.

- How to send the keys to the UEs.

5.2.2
Security threats

If the keys are not confidentiality protected, an attacker may use the 3GPP network to gain "free access" of Prose services.

If the keys are not integrity or anti-replay protected, the authorised users may not be able to acquire the service properly.
5.2.3
Potential security requirements
The distribution of the keys between the key generator and the UE shall be confidentiality, integrity and anti-replay protected.
**** END OF CHANGES ****

